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TN Frostburg State University

Web Site Development and Oper ations Policy

10 PURPOSE

This policy provides information and guiddines to be followed by web publishers and
developers a Frostburg State University (FSU). It aso references other important web-
related policies.

2.0 SCOPE

This policy applies to the web development efforts of al FSU units and personnd (i.e.
faculty, aff, and students), It gppliesto efforts by these entities to outsource web site or
web page development and administration to contractors.

30 POLICIES

31 General Issues

3.1.1 Electronic Accessibility Policy
The Universal Electronic Accessibility Policy setsforth required information on
web Site accessibility issues. Thispolicy is posted on the FSU web site.

3.1.2 Privacy Policy

The Web Site, E-mail, and Data Storage Privacy Policy sets forth required
information on eectronic privacy issues. This policy is posted on the FSU web
gte.

3.1.3 Copyright Complaints

The Designated Agent to receive and respond to reports aleging copyright
infringements on FSU's web gite, in accordance with the Digita Millennium
Copyright Act, isthe FSU Webmagter (webmaster@frostburg.edu). Complete
agent contact information is listed on the FSU web ste.

The Digita Millennium Copyright Act specifies that dl infringement daims must
be in writing (either electronic mail or paper letter) and must include the
following dements.

aphysicd or eectronic Sgnature;
identification of the infringed work;
identification of the infringed materid;



contact information for the complaining party, e.g., address, telephone
number, eectronic mail address;

a datement that the complaining party has a good faith belief that use of the
materia in the manner complained of is not authorized by the copyright owner
or the law; and

a statement that the information contained in the notification is accurate, and
under pendty of perjury, that the complaining party is authorized to act on
behaf of the copyright owner.

3.1.4 Copyright Information and Resour ces

Unless otherwise indicated, dl text and artwork gppearing on the World Wide
Web is protected by copyright and should not be reproduced without written
permission from the copyright holder. Web devel opers should contact the author
of that web page for permission to use specific information and/or graphics,
which can be accomplished by sending an e-mall, if thereisan e-mail link on that
page or Site, or by caling the author, again if the information is available.

Information on the Web that is prohibited by law or disalowed by licenses,
contracts, copyrights, or FSU regulations may not be published. Groups or
individuas are responsible for the information they publish; consequently, they
should be aware of FSU palicies pertaining to confidentiaity and the use of
computers. All FSU policies are located on the FSU web site. Contact the
Information Technology Department for more information.

All departments, offices, and web publishers and developers are responsible for
keeping their web pagesin compliance with copyright rules and with FSU
guiddines and palicies.

For additiona information, consult the following copyright resources on the
Internet:

United States Copyright Office — http://lcweb.loc.gov/copyright/

U.S. Code — http://mww4.law.cornell.edw/uscode/

Digitd Millennium Copyright Act —

http:/Awww.loc.gov/copyright/legid ation/hr2281. pdf

CCC: Copyright Clearance Center — http:/Aww.copyright.com/
Univeraty of Maryland's Project NEThics—
http:/Aww.inform.umd.edw/NET hics/resources/onling/laws.html
Univergty of Texas Crash Course in Copyright —
http:/mww.utsystem.edw/ OGC/I ntell ectua Property/cprtindx.htm#top
WWW MultimediaLaw — http:/Avww.batnet.com/oikoumene/index.html
Copyright and Multimedia Law for Web builders and Multimedia Authors
— http://bailiwick.lib.uiowa.edu/webbuilder/copyright.html

3.2  Web Development | ssues and Standar ds



3.2.1 Web Accounts Policy

FSU web accounts are subject to the Agreement of Acceptable and Responsible
Use of Computing and Network Resour ces, which users of FSU's network
resources, including web publishing accounts, must read, agree to, and sign.

Faculty and staff web publishing accounts a FSU are administered by the
Information Technology Department. Employees may request a web account by
completing and returning an FSU Web Publisher Account Request to the
Information Technology Department. This agreement is available on the
Universty web ste or from the FSU Webmaster.

Student web publishing accounts at the University are administered by the
University Computer Club. Contact the Computer Club or the Information
Technology Department to request a student web account on a University student
web server.

3.2.2 Web Page/Site Policies

Official University Pages

Each academic and adminidtrative unit at FSU will be granted space on an FSU
web server for aweb presence. Each unit must assgn aweb page manager. |If the
assigned web page manager changes, the unit must inform the FSU Webmadter.
Newly appointed web page managers should contact the FSU Webmaster for
information and guiddines on maintaining their unit’s web pages.

Each unit’ s web presence should communicate only gpproved FSU information.
Officid pages must adhere to FSU specifications concerning, but not limited to,
required content, acceptable design, update respongbility, and space restrictions.
Current web development guidelines and specifications are posted on the
University web site,

Faculty and Staff Personal Web Pages

All FSU faculty and staff may be granted space on an FSU web server for a
persond web presence. Personad pages must adhere to FSU specifications

concerning, but not limited to, space redtrictions. Current web devel opment
guiddines and specifications are posted on the University web ste. Persona
pages are not endorsed by or officia representations of FSU.

FSU employees may not publish information on the World Wide Web that is
prohibited by state or federa laws and regulations, or disalowed by FSU policies
and agreements, licenses, contracts, or copyrights. FSU does not assume
respongibility or ligbility for any actions that may result from use of FSU web
resources.

Owners of professond- or academicaly-related persona web Stes may request
links to the web site from appropriate locations on the main FSU web site. The
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FSU Webmagter will handle adl requests for cross links.

Student Personal Web Pages

All FSU students may be granted space on a student web server for a persona
web presence. Persond pages must adhere to FSU specifications concerning, but
not limited to, space redtrictions. Current web development guideines and
specifications are posted on the University web Site. Personal pages are not
endorsed by or officid representations of FSU.

Students may not publish information on the World Wide Web that is prohibited
by state or federa laws and regulations, or disalowed by FSU policies and
agreements, licenses, contracts, or copyrights. FSU does not assume
respongbility or liability for any actions that may result from the use of FSU web
resources.

3.2.3 Service Disclaimer

FSU makes no warranties for the serviceiit is providing. In addition, it is not
respongble for any damage an individua may suffer due to system use. Damages
may include, but are not limited to, loss of data, delays, non-ddiveries mis-
deliveries, or service interruptions, which may cause errors or omissons. The use
of information sysemsis at the user’ srisk, since FSU specificdly denies any
responsibility for the accuracy of information recelved through electronic
resources.

3.2.4 Outsourcing
All standards st forth in this document apply to efforts by FSU entitiesto
outsource web Site or web page devel opment and administration to contractors.

Web Operations

The FSU web ste is an extensve network of static and dynamically created
information resources residing on multiple servers located across the FSU
network. Web servers are maintained and administered by the Information
Technology Department.

All officid FSU web pages must be hosted on an officid FSU web server
maintained by the Information Technology Department. All servers (web, ftp,
mail, dnhcp, smip, tftp) must be registered with the Information Technology
Department.

Establishing & Changing University Web Policies, Procedures, Standards,
and Guiddines

Creation of and changes to University web policy, procedures, standards and
guiddineswill be facilitated by the Universty Web Advisory Group. This Group
will make recommendations to the Executive Committee in regards to
edtablishing new or changing exigting web policy.



40 RESPONSIBILITIES

4.1  Executive-Level Responsibilities
The Adminigtration and Finance divison will ensure that the FSU Webmaster and web
publishers implement palicy..

42  Web Advisory Group Responshbilities

The FSU Web Advisory Group exists to assst in the making and changing of web palicy,
procedures, standards and guiddines at FSU. The Group will make web policy
recommendations to the Executive Committee.

The Web Advisory Group is chaired by the Vice Presdent of Enrollment Management
and reports to the Vice Presdent of Adminigtration and Finance. Web Advisory Group
membership consgts of the Vice Presdent of Enrollment Management, the FSU
Webmagter, and one representative each from the Divison of Academic Affairs, the
Divison of Student and Educationa Services, and the Divison of University
Advancement. Divison representatives will be designated by the Divison vice presdent.

43 Webmaster Responsibilities

The FSU Webmagter is responsible for heading redesign and enhancement efforts
relating to the FSU web site. The FSU Webmaster also monitors adherence to standards,
provides resources for FSU web development, coordinates FSU web resources, and
maintains top-level information resources on the FSU web server. The FSU Webmaster
isavailable to assst offices, departments, programs, and organi zations with developing
and maintaining a web presence.

The FSU Webmaster must be familiar with relevant State policies and stlandards and be
aware of current guidelines and specifications endorsed by the World Wide Web
Consortium. The FSU Webmaster must make thisinformation available to web page
managers as appropriate.

4.4  Office, Department, and Program Web Page Managers Responsibilities
Unit web pages are managed by gppointed web page managers in each unit. Each web
page manager is responsible for ensuring that dl information provided on the unit’s web
pages is accurate and up-to-date and that no information being digtributed viathe Web is
private, confidentia, or detrimentd to the FSU or the State of Maryland.

It is dso the responghility of the unit’s web page managers to coordinate al web
development projects, including outsourced projects with the FSU Webmaster and the
Information Technology Department. Also, the unit web page managers should consult
with the Information Technology Department at the beginning of any web development
project to ensure that al server-related standards are followed and dl server-related
issues are addressed.

45  Personal Web Page Publishers Responsibilities
Persond faculty, staff, and student web pages are managed by the page owners. Each



persona web publisher is respongble for ensuring that dl information provided on his or
her web pages is accurate and up-to-date and that no information being distributed viathe
Web is private, confidentia, or detrimental to FSU or the State of Maryland.

It isadso the responsibility of the persona web publishersto coordinate dl web
devel opment projects with the department web page manager (as appropriate) and with
the FSU Webmaster and the Information Technology Department.

50 GUIDANCE

51  Minimum Guiddinesfor Web Site Development and Operations

The World Wide Web Consortium was established to lead the World Wide Web to its
full potentia by developing common protocols that promote its evolution and ensure its
compatibility around the world. W3C has developed more than 20 technica
specifications for the Web' s infrastructure. As Web technology emerges, the W3C is
laying the foundations for the next generation of the Web to enable arobugt, scalable, and
adaptive infragtructure for aworld of information The W3C web Steislocated at
http://mMmww.w3.0rg

6.0 ADDITIONAL INFORMATION

6.1 Questions regarding FSU’s Web Site Devel opment and Operations Policy
should be directed to the FSU Webmaster or the Information Technology

Department.
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